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[bookmark: _Toc522525208][bookmark: _Toc97790630]Measures against malware
IT systems must be protected against malware by active and up-to-date real-time virus protection.
Additionally, a regular complete check of the local data carriers has to be ensured. Malware must
be deleted. The owner of the IT system has the task of ensuring the function of virus protection.
Note: In the manufacturing environment, all IT-systems (e.g. laptops, programming devices, etc.) as well as data carriers (e.g. CD / DVD, USB stick, etc.) which are connected to MAE (machines, systems, equipment) of the Bosch Group have to be scanned by an up-to-date virus scanner and have to be virus-free. If a virus is suspected, the network connection has to be disconnected immediately, and the CI
hotline and / or the virus protection officer (at the site) have be informed by the responsible
coordinator.

Segregation in networks
Communication restrictions in place may not be bypassed by connecting an IT system to two networks.
Note: Simultaneous connection LAN and GSM network, mobile telephony is prohibited or     simultaneous connection red zone (LAN) and WLAN is prohibited

[bookmark: _Toc522525211][bookmark: _Toc97790633]Access to work on IT-systems 
[bookmark: _Toc97790635]In the case of work on IT systems (e.g. maintenance, repair, development) by external companies, the responsible (department-) managers at Bosch must ensure via contractual agreements that confidentiality and integrity are not violated. Contractual agreements on access rights must be in place and must be observed by the external service provider. 
Local regulations 
In addition, local or regional regulations must be requested by the external service provider before start of work and must be observed accordingly. 
Note: In any case, a consultation between the external service provider and the responsible Bosch Coordinator has to be carried out before connection to Bosch systems or MAE.
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Valid issue only in Intranet. No change service for print-outs.
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