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[bookmark: _Toc3906366][bookmark: _Toc5957597][bookmark: _Toc103346077]General notes
1.1 [bookmark: _Toc3906367][bookmark: _Toc5957598][bookmark: _Toc103346078]Scope
The Bosch-Norm N51M M27 is used to create a uniform evaluation basis for the OT-components used in production, to query supplier capabilities, to place security requirements and to accept the MAE at the end of procurement. It supports the analysis and comparison of new OT-components and MAE as part of the procurement process.
Furthermore, it is possible to compare the OT supplier self-disclosures and to use suppliers who fulfil the most requirements for OT security.
1.2 [bookmark: _Toc3906368][bookmark: _Toc5957599][bookmark: _Toc103346079]Purpose
OT-components and MAE with the best OT-security properties should be preferred during procurement. Inventory of the OT-components and planning of the network infrastructure, as well as acceptance of MAE in the procurement process.
1.3 [bookmark: _Toc5957600][bookmark: _Toc103346080]Definition of OT-device
OT-components are OT-Systems (Supporting Assets) used by the user to process information (Primary Assets), e.g., IC, IPC, HMI, Robot Controller, BV, Notebooks, Manufacturing-PCs, smartphones, and tablets (see CD 04602).
The term OT-components indicates, e.g.:
The OT-component has been, e.g., assigned an IP address.
The OT-component is, e.g., reachable through a network.
The OT-component processes data, which can be exchanged through an accessible data interface (e.g., Bluetooth, Ethernet, mobile bulk storage such as USB-stick, SD-card or CD/DVD-drive, serial interface etc.). 
Examples: computers, controls, active display panels, cameras, robot controls, process controls, welding controls, power screwdrivers etc.
1.4 [bookmark: _Toc5957601][bookmark: _Toc103346081]File name and versioning
The supplier self-disclosure (Attachment 1) is to be filed by supplier once a year. This makes the supplier development centrally traceable. The Attachment 1 Supplier self-disclosure is to be named according to the following convention:
Name [of the supplier]_inquiring operating unit [GB]_Date [Year][Month][Day]_Version[V.0.0].file extension.
Example:
ExampleCompany_PS_20220501_V.1.0.xlsx => Date of award of contract
1.5 [bookmark: _Toc5957602][bookmark: _Toc103346082]Storage location
Once the project has been finished, the completed Attachment 1 Supplier self-disclosure must be stored in the following SharePoint:
SharePoint: 2018_Purchasing_Guideline
Here, the folder corresponding to the division has to be selected.


2 [bookmark: _Toc5957603][bookmark: _Toc103346083]Use of the Bosch-Norm N51M M27
2.1 [bookmark: _Toc5957604][bookmark: _Toc103346084]Application of the Bosch-Norm N51M M27
2.2 [bookmark: _Toc5957605][bookmark: _Toc103346085]Role definition
OT-Planner, Local-ITM, technical department and plant management, see Rules of Procedure CD 04602.
2.3 [bookmark: _Toc5957606][bookmark: _Toc103346086]Process for MAE procurement with the Bosch-Norm N51M M27
Process illustration on the use of the Bosch-Norm N51M M27 and the OT security specifications in the procurement of MAE.
Table 1		Process Decision MAE - Procurement with Standard N51M M27 and Security Specifications
	RASIC
	Process
	Documents

	R: Technical department & Purchasing
C: Local-ITM or OT-Planner
I: Plant management
A: Plant management
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	Attach specified OT security specification to MAE specification and N51M M27
CGP-04602-003





2.4 [bookmark: _Toc5957608][bookmark: _Toc103346087]When is the Bosch-Norm and the Specification sheet used?
The following process sequence depicts the sub-processes that are applied in the MAE-procurement.
Table 3		Sub-processes in the MAE-procurement
	RASIC
	Process
	Activity

	R: Technical department & Purchasing
C: Local-ITM or OT-Planner
I: Plant management
A: Plant management
	[image: ]

	Preparation of security specifications from the CGP template and of 
Bosch-Norm N51M M27

	R: Technical department & Purchasing
C: Local-ITM or OT-Planner
	
	Creation of comparison matrix from supplier self-assessment 

	R: Purchasing

	
	If necessary, adjust requirements; 
Ordering the MAE 

	R: Technical department & Purchasing
C: Local-ITM or OT-Planner

	
	
Pre-Acceptance of MAE at integrator FAT


	R: Local-ITM
C: Technical department & Purchasing
	
	
Network planning, if required, ACL clearing &
handover of Bosch-Norm with IPs


	R: Technical department & Purchasing
C: Local-ITM or OT-Planner

	
	Final acceptance in our plant - SAT






2.5 [bookmark: _Toc5957609][bookmark: _Toc103346088]Sub-process A - Creation of an MAE security specifications
If the Bosch-Norm must be used according to chapter 2.3, an OT-Security specification must now be created and sent as an attachment to the MAE specifications.
The OT-Security specification template CGP-04602-003 must be used by the ordering department. The chapters of the OT-Security specifications template are directly referenced in the Agreement sheet for security specification (Attachment 2) and in the acceptance protocol of the OT-Security Acceptance Protocol (Attachment 4).
If the OT-Security specification template is sent without specifications, all contents are considered are to be implemented.
The integrator is required to discuss the OT-Security specifications with the ordering department.
2.6 [bookmark: _Toc5957610][bookmark: _Toc103346089]Sub-process B - Evaluation of the MAE offers and the Bosch-Norm filled by the supplier
[bookmark: _Hlk103247390][bookmark: _Hlk103247095]During preparing the offer, the supplier must complete the Bosch Standard N51M M27 with the data relevant to the offer, the Supplier self disclosure (Attachment 1) and the Agreement sheet for security specification (Attachment 2).
The procuring department, the purchasing department, the local ITM or OT planner must evaluate the supplier's data.
If security-relevant information, the documentation or the performance commitment cannot meet the requirements, the supplier must be informed, requested to improve and if required, be rejected.
2.7 [bookmark: _Toc5957611][bookmark: _Toc103346090]Sub-process C - Ordering an MAE according to offer
[bookmark: _Hlk103265289]If necessary, the change requests w.r.t. service, security, documentation should be formulated in a binding manner while ordering. The evaluated and accepted Agreement sheet for security specification (Attachment 2) serves as a reference for the final acceptance at the factory and references the chapters of the OT-Security Acceptance Protocol (Attachment 4).
2.8 [bookmark: _Toc5957612][bookmark: _Toc103346091]Sub-process D – Pre-Acceptance of the MAE at the supplier
If OT-competency is necessary, then the local-ITM or OT-planner should be included. 
The basis for documentation, network planning and pre-acceptance at the supplier is a correctly collected Inventory list and network planning of the machine (Attachment 3) of the OT-components that are used.
The OT-Security Acceptance Protocol (Attachment 4) must be used for the acceptance of the security requirements of the specifications for the pre-acceptance test (FAT). The procuring department and the purchasing department are responsible.
2.9 [bookmark: _Toc5957613][bookmark: _Toc103346092]Sub-process E - Delivery of the MAE-order and start-up
At the time of the delivery, the local-ITM has to provide a list containing the provided host names, IP-address, subnet mask and gateway to the supplier. The local-ITM or the OT-planner has to prepare the network activation required for the operation. The data of Inventory list and network planning of the machine (Attachment 3) should be verified with the supplier and be entered in the CMDB.
2.10 [bookmark: _Toc5957614][bookmark: _Toc103346093]Sub-process F - Acceptance of the MAE
The data of the Inventory list and network planning of the machine (Attachment 3) for the entry in the CMDB should be provided by the supplier and are relevant for the acceptance.
The compliance has to be checked in cooperation with the technical department and the purchase department. 
The local-ITM has to be informed and can support in the verification.
The OT-Security Acceptance Protocol (Attachment 4) must be used for the acceptance of the security requirements of the specifications for the final acceptance (SAT). The procuring department and the purchasing department are responsible.


3 [bookmark: _Toc5957615][bookmark: _Toc103346094]Questions of the Supplier’s self-disclosure
The supplier's self-disclosure is used to evaluate the supplier's (integrator's) security understanding and ability to implement security requirements. The questions are mostly taken from a template of the VDMA with the aim of questioning the suppliers (integrators) with a uniform format. The supplier is obliged to provide the completed Supplier self-disclosure (Appendix 1) in the purchasing process.
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[bookmark: _Toc103329763]Figure 1	Overview supplier self-disclosure
Questions on the following are asked:
Governance
Asset management
Risk management
Security concept
Supplier management / Engineering process
Vulnerability management
Service management
Life cycle management
Employee training
Incident Management / System Recovery
Authentication and authorization
Network security (adequate protection of the machine network)
Remote access.
The questions are intended to give the integrator a general overview of security skills and measures that they should already have or have dealt with. There are no wrong answers as it is a self-assessment.


4 [bookmark: _Toc103346095]Agreement Sheet of Specifications
The chapters of the OT-Security specifications template are directly referenced in the Agreement sheet for security specification (Attachment 2) and in the OT-Security acceptance protocol (Attachment 4). 
The agreement sheet is intended to facilitate the confirmation of requirements in the specification sheet and can be used as a specification sheet substitute by the integrator. The agreement, restriction or extension of the requirements can be described here.
Attachment 4 OT-Security Acceptance Protocol is used for the pre-acceptance (FAT) and acceptance (SAT) at the factory by the purchaser and can be supported by the local-ITM or the OT-planner. They can then use the Agreement sheet for security specification for the final acceptance.
5 [bookmark: _Toc103346096]Inventory of OT-components
5.1 [bookmark: _Toc5957618][bookmark: _Toc103346097]The tab Part-A Planned OT-components
In the tab “Part-A Planned OT-components”, the integrator is requested to maintain the planned OT-components for the offer submission. This data can then be selected in the blue fields in the 'Part B-installed OT-components' tab. On this basis, the verification in the tab 'Part B-installed OT-components' can be carried out for each machine of the delivery.
Here, the integrator has to verify details of the OT-components. The proof must be provided when the quotation is submitted, the purchasing technical department, purchasing department and the local-ITM have to evaluate the details for the production.
Drop-down menus should be used in fields with the label 'Please select'.
[image: ]
[bookmark: _Toc103329764]Figure 2	First part of the detailed inquiry
The row Example shows an example for filling the row. The rows labeled with the numbers 1-25 can be filled with details about the planned OT-components. If required, an extension by further rows is possible. The row numbering has to be extended accordingly.
5.2 [bookmark: _Toc5957621][bookmark: _Toc103346098]Part-B - Installed OT-components
The OT-components installed for each MAE are listed in this table. Proof should be provided during the pre-acceptance of the MAE. For this, it is possible to choose from the planned OT-components and thereby proof can be furnished for each MAE.
[image: ]
[bookmark: _Toc103329765]Figure 3	First part of proof for OT-components for each machine
The row Example shows an example of how an MAE and the included OT-components can be added. 
The corresponding questions are available in the tab '2. Proof'.
The blue fields with the label 'Please select' refer to the table in the tab 'Part-A - Planned OT-components' of the column |Function/Description|.
The OT-components that can be selected come from the list of planned OT-components.

[image: ]
[bookmark: _Toc103329766]Figure 4	Drop-down selection of planned components
The allocation of the planned OT-components to an MAE is described in the column 'Classification criterion'. 
Here, in the example, Line 1, Station 20 for the station 'Dispensing housing covers'.
In each row, the classification criterion is newly allocated to an MAE. A new criterion has to be described in case of new MAE. A classification criterion contains at least one IT-device.
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[bookmark: _Toc103329767]Figure 5	Second part of the OT-components proof for each machine
The green area indicates the area to be maintained by the supplier.
[image: ]….
[bookmark: _Toc103329768]Figure 6	Area for proof for each MAE by supplier
The blue area indicates the area to be maintained/planned by the local-ITM:
[image: ]….
[bookmark: _Toc103329769]Figure 7	Planning area for each MAE by the local-ITM
The following section has to be planned for each MAE by the local-ITM. During the MAE delivery, the supplier uses this information in order to set up the network in the MAE.
[image: ]
[bookmark: _Toc103329770]Figure 8	Third part of proof for OT-components for each machine
[bookmark: _Toc5957622]

5.3 [bookmark: _Toc103346099]Machine network and security-related parts of the machine hardware
In order to record the network, which is created by the machine, the supplier is requested to prove the same for each MAE. 
This way, we differentiate whether the installed OT-Components is:
an internal machine network
an internal machine network and reachable from the Bosch network
reachable only from the Bosch network.
6 [bookmark: _Toc103346100]Pre-Acceptance and Final Acceptance
The acceptance of the security requirements of the specifications is carried out by means of the OT-Security acceptance protocol during the pre-acceptance (FAT) and during the final-acceptance (SAT) in the factory.
The chapters of the OT-Security specification template are directly referenced in the Agreement sheet for security specification (Attachment 2) and in the acceptance protocol of the OT-Security acceptance protocol (Attachment 4).
The OT-Security Acceptance Protocol is used by the ordering party and can be supported by the local-ITM or the OT- planner. The inventory list and network planning of the machine (Attachment 3) must always be available and accepted.
The loads agreed with the integrator can be accepted during the final acceptance by means of the Agreement sheet for security specification (Attachment 2), as these refer to the corresponding chapters of the specifications and the acceptance protocol. If this is not available or has not been agreed beforehand, all loads are deemed to be accepted for the time being.
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[bookmark: _Toc103329771]Figure 9	Tab Checklist Specifications
Exceptions must be approved by the asset owner of the MAE.
[image: ]
[bookmark: _Toc103329772]Figure 10	Tab asset owner exemption 
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8 [bookmark: _Toc5957625][bookmark: _Toc103346102]Glossary
Purchasing 	refers to a technical purchase department in the plant or as centralized service, which is responsible for the manufacturing area (e.g., GS/MAE (previously CP), TME, …)
MAE				Machines and equipment
[bookmark: _Hlk103268630]CMDB				Central management database
OT				Operational technology
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